BP -8.4
INFORMATION SECURITY

Legal Authority: NCGS 143B-1376

Approved: August 17, 2021
Previous Editions: none

INFORMATION SECURITY

The College requires a secure computer technology network infrastructure to support the College’s
teaching and learning mission. The network’s design, implementation, and maintenance must integrate
requirements for confidentiality, availability, and integrity.

The President of the College shall develop Procedures that, at a minimum:

e Protect the College’s infrastructure and the Personally Identifiable Information (PII) of all
faculty, staff, students and associates of the College from internal and external threats.

e Provide a consistent and repeatable framework for which Information Technology assets can be
securely connected to the North Carolina state network.

e Support the State of North Carolina’s initiative to establish uniform standards that manage
technology, mitigate risk, and increase consistency and accessibility.

e Implement the standards, guidelines, and expectations contained in the National Institute of
Standards and Technology (NIST) Special Publication (SP) 800-53 — Security and Privacy
Controls, as required by the North Carolina Department of Information Technology.





